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Von Neumann'’s trick for simulating an absolutely unbiased coin by a biased one is this:

1. Toss the biased coin twice, getting 00, 01, 10, or 11.

2. If 00 or 11 occur, go back to step 1; else

3. Call10a H,01 2 T.

Since Pr[H]=Pr{1]Pr[0]=Pr[T], the output is unbiased. Example: 00 10 11 01 01 > HTT.

Peter Elias gives an algorithm to generate an independent unbiased sequence of Hs and Ts
that nearly achieves the Entropy of the one-coin source. His algorithm is excellent, but certain diffi-
culties arise in trying to use it (or the original von Neumann scheme) to generate bits in expected
linear time from a Markov chain.

In this paper, we return to the original one-coin von Neumann scheme, and show how to
extend it to generate an independent unbiased sequence of Hs and Ts from any Markov chain in
expected linear time. We give a wrong and a right way to do this. Two algorithms A and B use the
simple von Neumann trick on every state of the Markov chain. They differ in the time they choose
to announce the coin flip. This timing is crucial.

1. Introduction

Von Neumann [8] has given an algorithm (algorithm vN) for getting an ab-
solutely unbiased sequence of coin flips from the flips of a biased coin:
Algorithm vN:

Input: A sequence of Os and 1s, denote it o4, 05 ....

Output: A sequence of Hs and T,

For i=1,2, ...

do
If 65;,-1=1 and 0,705, then output H;

If 6,;,_,=0 and 0,;50,;., then output T.
od
If the input to algorithm vN is a sequence of 0s and 1s obtained from independent

flips of a biased coin, then the output is a sequence of independent and unbiased Hs and
Ts. This is because the probability of producing an H is pg while that of producing
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a T'is qp. Here, Pr[o;=1]=p for all i, and p+g=1. Algorithm vN works without
knowledge of the bias, p. This is surprising, and also useful for applications.

We are interested in producing independent unbiased coin flips from a dependent
biased source, an n-state Markov Chain. The Markov Chain (MC) is a finite set of
labeled states S;...S,. Out of each state S; there emerge two arrows, one labeled
(1, p;), the other (0, g;), where p; and g, are probabilities that sum to 1. Each arrow
goes to some (arbitrary) state of the MC. The MC produces an infinite sequence
010s... of Os and 1s as follows: Initially the MC is in the start state, S;. Whenever it is
in state S;, it selects a 1 with probability p; (which depends just on the state S,), else
a 0, outputs the selected symbol (1 or 0), then goes to the state indicated by that sym-
bol’s arrow.

In this paper, we initially assume that we know the state diagram of the MC in
all details except that the specific probabilities {p;} attached to the arrows may be
omitted. An example where the state diagram of the MC and the start state are known
is the (not unreasonable) case where each bit (1 or 0) produced by the source is selected
with a probability that depends on just the preceding k bits. In that case, the MC has
2* states, one for every string of k bits (the last k bits produced by the source). Later,
we show it suffices to know just an upper bound on the number of states in the MC
in order to produce Hs and T5s in expected linear time (i. e., in a constant expected
number of steps per output bit). If 2 bound is unknown, then it is still possible to
produce Hs and Ts that are eventually independent and unbiased, but we do not
achieve expected linear time in that case.

It is easy to see that it is possible in principle to generate independent unbiased
bits from a MC in expected linear time: use algorithm vN on the symbols produced
by the MC just when it exits some particular state, throwing out all symbols produced
by the MC when it exits other states. Of course, this is wasteful of the states. Elias [2]
has suggested a way to use all the symbols produced by a MC. His algorithm approa-
ches maximum possible efficiency for a one-state MC, For a multi-state MC, his
algorithm produces arbitrarily long finite sequences. He does not, however, show
how to paste these finite sequences together to produce infinifely long independent
unbiased sequences.

We describe two algorithms, A and B, that make moderately good use of the
MC: both have an efficiency* that is 1/4 the entropy of the MC when all probabilities
are 1/2. These algorithms do as well as vN does (on a I-state MC), which is not surpris-
ing since both are natural extensions of vN. Algorithms A and B both treat each state
of a MC like a von Neumann coin, generating a H (or T) whenever a state of the MC
is exited for the 2/™ time, 1€{1,2, ...}, provided the 2r—1'" and 2/ exits are
10 (or 01). Algorithm A outputs the H (or T') as soon as 10 (or 01) is produced by a
state. Algorithm B, however, is patient: it waits and outputs the H (or T) later, when
the state that produced 10 (or 01) is reentered. The difference (between A and B) is
crucial. A is bad while B is good. That is to say, A does not produce independent
unbiased output bits while B does. We give faulty “proofs” that A and B are both
good. We then exhibit a MC for which algorithm A is bad: it almost never produces
the quadruple HHTT! Finally, we prove that algorithm B is good for every MC,

* Elias defines the efficiency to be the expected value of the ratio of output symbols to input
symbols. The entropy is defined in the usual way, e.g., see Gallager [4]. As expected, the entropy of
the source is the maximum possible achievable efficiency.
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2. Algorithms

Algorithm A:
Input: A MC (except that probabilities need not be attached to the arrows);

A sequence of 0s and 1s produced by that MC.

Output: A sequence of Hs and 7.

Begin: [Comment: For each state of MC, this algorithm stores one of the 3 symbols 4,
0, 1, called the state-bit (though state-trit might be more appropriate). State-bit (S)) is
a memory of the last exit (0 or 1) taken out of state S; if that was the 1%, 3%, ... such
exit; it is A otherwise. (This is the information needed for this algorithm to treat S;
like a von Neumann coin.)]

End

[Comment: The bit produced upon exiting a state is called the exit-bit.]

D) Initialize: Set state-bit (S;)=A4 for all i. Set i:=1 [Comment: Enter state S;.]
1I) Repeat:

do

1. Set exit-bit := next input bit (i.e., the next bit, 0 or 1, produced by the
MCQ).

2. Case:
1) If state-bit (S;)=2A then set state-bit (S;):=exit-bit.
ii) If state-bit (S))=0 or 1 then
case:
a) If exit-bit=state-bit (S;) then set state-bit (S;):= 1.
b) If exit-bit = state-bit(S,) then

Begin
o) if (state-bit(S;), exit-bit)=(1,0) then output
H.

>

else [Comment. (state-bit(sS,), exit-bit)=(0, 1)]
output 7.

B) Set state-bit(S,):=A.
End

3. Set i:=index of (new) state gotten to by following the exit arrow (arrow
labeled by exit-bit) out of (old) state S;.

od
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Algorithm B:

Input: A MC (except that probabilities need not be attached to the arrows);
A sequence of Os and 1s produced by that MC,

Qutput: A sequence of Hs and Ts.

Begin: [Comment: Each state can store any one of the 5 symbols 4, 0, 1, H, T, called
the state-bit (though state-quint might be more appropriate). State-bit(S;) is a me-
mory of the last exit (0 or 1) taken out of state S; if that exit was the 1%, 3", ... such
exit; otherwise it is a memory of the last two exit bits taken out of state S;: H if
they are (in order) 10, T'if 01, A if 00 or 11 or if the state has never been visited.
(This is the information needed to output the Hs and Ts “patiently.”)]

[Comment: As usual, the bit produced upon exiting a state is called the exit-bit.]
I) Initialize: Set state-bit(S;)=4 for all i. Seti:=1.
II) Repeat:

do
1. If state-bit(S;)=H (or T'), then output H (or T) and set state-bit(S,):=

=LA

[Comment: define the state-memory at this point (after the above output,
if any, has been produced), as the vector of state-bits: (state-bit(Sj),
state-bit(S,), ...).]

2. Set exit-bit:=next input bit (i.e., the next bit, 0 or I, produced by the
MC).

3. Case:
1) If state-bit(S;)=/ then set state-bit(S;):=exit-bit.
ii) If state-bit(S;)=0 or 1 then
case:
a) If exit-bit =state-bit(.S;) then set state-bit(S,):=/1.
b) If exit-bit = state-bit (S;) then
if (state-bit(S,), exit-bit)=(I, 0) then set state-bit
(S):=H; else [Comment: (state-bit(S)), exit-
bit)=(0, 1}] set state-bit(S;):=T.

4. Set i:=index of (new) state gotten to by following exit arrow (arrow
labeled by exit-bit) out of (old) state S;.

od
End
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3. Pseudo-theorems and thecrems

We now give a faulty “proof” that algorithms A and B are good.

Pseudo-theorem. Let MC be a finite state Markov Chain such that with probability
1 every state of MC is visited infinitely often. Algorithims A and B are good in the sense
they produce independent unbiased coin-flips from the output of MC.

Pseudo-proof. Each state of the MC may be viewed as a biased coin. When a coin is
flipped it produces a 0 or ! with some bias, then directs the MC to another coin to
flip. Algorithm A applied to the MC may be viewed as doing the following:

1. flip coin S;and getOor 1;

2. if this was a 1%, 3", ... flip of coin §;, output nothing;
3. if this was a 2™, 4" .. flip of coin S, either

output nothing (with some probability p) or

output H or T (with equal probabilities (1 —p)/2).

Each output of an S;is equally likely to be H or T. After the coin comes up O or 1, the
MC is directed to a state where a coin is flipped and the argument reapplied recursi-

vely. ||

Theorem A (Algorithm A is bad). Let MC be the Markov Chain consisting of k states,
Sis .oy Sk, the O-arrow out of each state has associated probability q,=1—¢ and
maps the state back to itself; the I-arrow out of each state has associated probability
pi=¢ and maps S; t0 S, for i<k, S,t0S;.

When Aigorithm A is applied to the sequences generated by this MC:

1. (Algorithm A’s output sequence is initially biased): for ¢—~0 (alternatively:
e=1/2), algorithm A can be expected to output nearly ki2 Ts (nearly k/3 Ts) before
outpulting its first H.

2. (Algorithm A generates dependent sequences): Let the ™ output of A be
denoted by H, or T,. For fixed k=1, Pr{T,s1 T4 s|H;—x41...H)=~0 as ¢~0. In par-
ticular, for k=2, the probability that MC will output 2 successive Ts given that the last
2 symbols that it output were both Hs is asymptotic to O (though is should be asympto-
tic to 1/4).

Proof. /. Easy to see.

2. We prove this for the special case k=2. The idea is that immediately after
two consecutive Hs are observed, then with high probability at least one state has its
state-bit set to 1. This is sufficient for an H to be produced with high probability on
the next entrance to this state.

To begin, first note that all Hs and Ts are associated with occurrences of 1-
arrow transitions. A T can occur only in case a O-transition from S; to S; is followed
by a 1-transition out of S;. We say that T is produced when the l-arrow exits S;.
Similarly, an H can occur only in case a 1-transition into §; (whose state-bit has
previously been set to 1 by a different 1-transition out of S;) is followed by a 0-transi-
tion from §; back to S;. We say that H is produced or generated when the l-arrow
enters S; (though technically it is produced a moment later).
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Most (a 1 —s& fraction) of the 1-transitions are followed by 0-transitions. Call
these 1-transitions likely, the remaining 1-transitions unlikely. Call an H,_, H, pair
likely if a pair of consecutive 1s (11) does not occur between the 1s that produce H,_,
and H,. It is an immediate consequence of the Technical Lemma below and the fact
that the fraction of unlikely 1-transitions is asymptotically zero (goes to zero as &¢—0),
that the fraction of all 7 such that the 7—1"* and r™* outputs are “likely” H,_,H,
pairs is asymptotically =1/4. In the next paragraph, we focus just on these likely
H,_, H, pairs.

Suppose, without loss of generality, that H,_, is output by algorithm A upon
entrance of MC to §,. Since this output cannot be followed by a 7, the next 1-transi-
tion (from S, to S;) must leave state-bit (§;)=1. Since by assumption the 1-transi-
tioninto S, is a likely one, either H, is generated upon entrance to S, (if state-bit(S,)=
=1), or else (if state-bit(S,)=4) the next I-transition out of S, leaves state-bit(S,)=
=1. In that case, H, is generated upon entrance to S;. In either case, H, is generated
upon entrance to one of the states at a moment in which the other state has its state-
bit set to 1.

Now observe what this means for generating 7,,;7,.+,. After generating H,,
A can generate at most one symbol, T,.,, before entering the other state, at which
time it will almost certainly (with probability =1—¢) generate H,,,. Therefore,
either the symbol generated at time ¢+1 or t+2 will be H.

It follows that Pr[7T,,,7,,.|H,-1H,]1-0. |

Technical lemma (for Theorem A). Apply Algorithm A to the MC of the above theo-
rem with k=2 states. Then

tlim Pr(H,_.H] = 1/4.

Proof. Pr[H,_,H)=Pr[H|H,_,) Pr[H,_,].

1. Pr[HJH,.J=1/2 for all £: Without loss of generality, assume that H,_, is
generated by Sy, at which time state-bit(S,) is set to 1. The probability that S; gene-
rates an H the next time it generates anything at all (H or T)is 1/2 (because S, gene-
rates independent unbiased sequence of Hs and 7s). Also, after H,_; is generated,
the probability that H is the next output generated by S, is =1/2, since state-bit(S,) =
=} or | at the time H, is output. Therefore, the 1 symbol output by A is H, with
probability =1/2.

2. It can be shown that lim Pr[H,_,]=1/2. |}
Theorem B (Algerithm B is good). Let MC be a Markov Chain. Let the sequence ge-
nerated by MC be used as input to algorithm B. Then:

1. The output of B is an independent unbiased (possibly finite) sequence of Hs
and Ts.

2. If the MC does not enter a deterministic loop (in which there exits from
every State a single arrow with associated probability=1), then the output of B is
infinitely long with probability 1.

3. If all probabilities attached to arrows are 1/2, then B is expected fo generate 1
(independent unbiased) output bit for every 4 input bits.
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Proof. 1is immediate from the Main Lemma below. 2 is elementary: it can be argued
(for algorithm B) along the same lines as for algorithm vN. 3 also follows for B as for
vN (wherein, for example, 00110110 (8 bits input) causes vN to output TH (2 bits)). ||

Algorithm B takes as input a MC and an infinite sequence oy.... If, however, B
is fed MC and a finite (rather than infinite) initial sequence o,...0,, the output of B
will still be a well-defined finite initial string of Hs and Ts. We call o;...0, the finite
sequence (of Os and Is) that underlies that given sequence of Hs and Ts, provided o,
caused the last H or T to be output, i.e., g, took MC into a state whose state-bit was
previously set to (that last) H or T.

The probability that MC causes B to generate a certain finite initial sequence of
Hs and Tsis 2 Pr(o;...0,), where the sum is taken over all string ¢,...0, that
underlie the given sequence of Hs and Ts.

The idea behind the proof of Theorem B is this: show that Pr[TTHH]=
=Pr [HHHT], say, by constructing a 1 —1 correspondence between Syrgg, the 0—1
strings underlying TTHH, and Syggr, the 0—1 strings underlying HHHT, such that
if a string of 0 andjor 1 arrows is used to generate TTHH then the same 0 and/or
I arrows are used in a different order to generate HHHT. Because the same arrows
are used, the two strings have the same probability.

Main Lemma. Let MC be a Markov Chain. Lef n be any positive integer. Let St,1,.1,>
ST,1,..H,» ---» SH,H,. 1, be 2" sets, each indexed by a distinct n-bit string of Hs and
Ts, each defined to be the set of all finite sequences of 0s and 1s that underlie the indexed
sequence of Hs and Ts. Then there is an equivalence relation = on the set of all
strings 0y...0; that underlie finite sequences of Hs and Ts, such that:

1. If o,...0, underlies an n-bit sequence of Hs and Ts then every n-bit sequence
of Hs and TS has exactly one underlying sequence t,...7, that is equivalent 10 0...0;;
moreover, no other (underiying) sequences are equivalent to o;...0,.

2. If 0y..00=1y...7, then:

1) 0y...0, uses the same multiset of arrows as t,...1, (consequently k=I,
Prlo;...0.)=Pr[v,...7;), and both o,...0, and t,...1, take MC into the same state).

ii) 0y...0, leaves the MC with exactly the same state-memory as Ty...T;.

Definitions. Let MC be a Markov Chain. Let 6,06,...0, be a finite sequence of 0s and
Is generated by MC. For each state S; of MC, let ¢;,0;,... be the subsequence of
0,05...0, consisting of those symbols generated by MC when it exits state .S;. Call
61,0;,... the subsequence assigned by 6,0,...0, to S;. Whereas ¢; o;,... are the exits
(of 0y...6,) out of S;, the entrances (of ¢,...0,) into S; are the symbols of a...0,
that take the MC into S; (from any state). Note that for S;¢ {S,. S}, S, being the
state entered by MC on ¢,, the number of entrances to S; equals the number of exits
from §;.

The sequence ¢,0,...0, assigns subsequences to all the states of MC. Suppose
that two successive symbols o; , 0, in the subsequence assigned to S; are inter-
changed but that the subsequence assigned to S; is otherwise unchanged, and that
all subsequences assigned to S;, all ji, are left (completely) unchanged. It should
be observed that these requirements can all be met, and that they uniquely define a new
sequence 010;... to replace oy0,.... Specifically, let ¢} 0},...=0; 0;,... denote the
resulting subsequence assigned to S; for jsi, and let 6,,0{,..00 0  ...=
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=0;,04,... O, Opprn- (note the change!) be the resulting subsequence assigned to S;.
These subsequences 0;,0},... uniquely define a new sequence 0,0;... as follows:

o= the first exit (a,) out of S,. Inductively, if o} takes MC into some state, S,
then o¢}.,= first exit out of S, by an element of the multiset 0,...0, that has not yet
occurred in ¢3...07. The map o,...0,—~07...0, defined above by the exchanoe of g;,

with o, is called the order- preSerUmg transformation of ¢,...0, into 0;...6,..

How is the sequence o7j...0, related to o;...0,7? For every entrance o; of
0,...0, into a state there is an exit g,,, out of that state, except for the last entrance
g, into S,. Therefore, o7...0;. will use a subset of arrows of oy...6,! It is not (yet)
obvious that it will use all of them in the case that S,=S§.

Lemma 1: Let MC be a Markov Chain. Let S; be a state of MC. Let k be an odd positive
integer. Let 0,...0,...0;  ....0, .1 be a sequence of 0s and 1s generated by MC,
where Iy 1=i.—1, and o, 0, .0, ., are produced upon exiting (the same)
state S;. Observe that o, ., enters S;. An order-preserving transformation that
exchanges o with o, determines a (unique) sequence 0y...6;...0;  ....6} .y with

the following properties: I

1. 0y...04,,_1 and oy...0], ,_, both use the same multiset of exit arrows, and
therefore both habe the same [englh and the same probability.

2. 0y...0;,,-1 and oj...0] ,_; both leave the MC with the same state-me-
mory, i.e., both sequences leave the MC storing the same state-bit in any given state
(the definition of “state-memory”’ appears in algorithm B).
3. 01...0;,,,-» and 61...0; _, ,_» (note last index of the two sequences! ) both cause
algorithm B fo oulput the same number of Hs and the same number of Ts (in posszbly
different orders). Moreover, 6, ,,_, causes B to output H (T) if and only if o] ,,_4
causes B to oulput T(H)

4, If o5.. o1 08 transfo; med into al ,;” 1 in an order-preserving trans-

Jormation that erchanges o;, witho, _ ,thenoy...o;  ,_1=01...0; 1.

Proof. The proof is basically a symmetry argument together with an appeal to the
paragraph preceding Lemma 1.

Lemma 1 is obviously true if o; =0;,,,. Now assume without loss of gene-
rality that ¢, =0 and o, =1. Because k is odd, 6,...04 .-, is an underlying
sequence.

[

Consider the two subsequences ¢, ...0;, ,,...0;,,,—1 and o] .... The paragraph
preceding Lemma 1 argued that the elements of the second subsequence must be a
subset of the first. Suppose to the contrary that the inclusion is proper. Denote by o}
the first element of the first sequence which does not occur in the second. Denote by
S; the state from which o exits. Since the first subsequence is finite and the second
is a subset, and since in the second sequence (both sequences actually) every entrance
to every state S, /';zfz' is immediately followed by an exit from §;, the second
subsequence (0, ...07 , ;. o,k“ 1) must actually return tw1ce to S; (once on o} ..
and once on a%n_l) So J#1i. In either sequence, the n' entrance to S, any n, must
precede the #™* exit from §;. This implies that some element of the initial portion

..oy, of the first sequence occurs on an arrow into S, but does not appear in the
second sequence. This contradicts the assumption that o; was the first such element.

It now follows that:
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1. We have just proved it.

2. Since every state S; of MC, ji, is exited in the same order by o01...07 ,, 4
as by ¢;...04,,-;, and smce both sequences leave S; with the same state-bit, A, the
two sequences leave MC with the same state-memory.

3. The SeqUENCe 0.0, ,,2 generates the same number of Hs and same num-
ber of Ts as o7.. .0}, ,,—2" the argument is the same as for 2 above. Finally, o, ,,-1
causes algorithm B to output H(T) if and only if ¢, ,_, causes B to output7(H),
because o;, has been exchanged w1th g;

4, Thls follows because o, =0;

41’
[ Y and o”k-k;._o-ik' '

Proof of main lemma. We define = recursively, proving by induction on » that it has
the desired properties.

n=1. Define =on S;US, by setting o0,...0;...0,...0,,_;=07...0},...0},...0{ _;,
where the latter is obtained by an order-preserving transformdtxon that exchanges
o;, with o, (so o;=o0;, and ¢;,=0;). Then, by Lemma I, = satisfies 1 and 2

(of the Main Lemma) on S;USjy.

General n. Now assume = has been defined so that it satisfies 1 and 2 on the set of all
finite sequences that underlie m-bit strings of Hs and T%, for all m<n. We extend
= asfollows:Let 0,...0;...00,€St.m, 1,_,1,, 52y, one of the 2" subsets whose index
terminates in 7,,. Delete symbols from the right hand side of 0...0;...0 10 get the
sequencc 0y.-.0; of 0s and 1s that underlies the n—1 bit strmg TlH T,_,. If

..0;=0]...0; then by Lemma 1, both strings leave the MCin the same vector- StalL
Extend to: 0;...0;...0,=0]...0;...0,, where the additional s on both sides are
the unprimed os that were previously deleted. In this way, = is extended to an equi-
valence relation on the union of all 2°~' subsets Sy whose indices erd in T,. In
similar fashion, extend = to an equivalence relation on the union of all 2*—* subsets
S m, whose indices end in H,. Finally, extend the equlvalence relation by setting each
strmg in the partzcular set St,r,..1,_,1, (Whose index consists of n T5) equivalent to
the unique string in St,7,. 1,_.n, gotten by applymg the order-preservmg transfor-
mation of Lemma 1. Note that Lemma 1, part 3, assures that strings in ST,y TyaTs
are transformed into strings in Sr,r, 7, _,u . The result is an equivalence relation
satisfying 1 and 2 on the set of all finite sequences that underlie strings of up to » Hs
and Ts. J

4. How to generate an independent unbiased sequence of Hs and T's from
an unknown Markov chain

Let k(n) denote the number of n-state finite state machines (FSMs). Let the i*
n-state FSM, M, have states g{.j€{1, ..., n}, where g}=start state. Define M (n), the
universal simulator of n-state FSMs, or universal FSM for short, to be the FSM with
"™ states, each state denoted by (g{’..... ¢i*, ..., gfs) for ji. ..., em€{l, ...}
M (n) has start state (ql. cr @l eees Gemy)- If a state gi of M maps under Oto ql, then
associated state {...¢{... Y of M(n) maps under 0to {...gi....).
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Algorithm C:

Input: A positive integer n; a sequence of 0s and 1s (produced by an n-state
MC).
Output: A sequence of Hs and Ts (independent and unbiased).

Begin: Apply Algorithm B to input M (;1) and the given sequence of Os and 1s.
Enrd.

Lemma. Let MC; be an n-state MC with underlying FSM M, (M; gotten from MC*
by deleting the probabilities on the arrows). Let Pr [0|qfl=probability attached to the
O-arrow out of state qi of MC;. Attach probabilities to the arrows of the universal
FSM, M(n), to get a Markov chain MC(n, i) that simulates MC; by setting

Pr[0){...q!...)]:= Pr[0lg]].

Then MC(n, i) is a Markov chain having the same input/output conditional probabilities
(e.g., Pr[1{0010]) as M;. B

Theorem C. Algorithm C on being input a pair (n, an infinite sequence of 0s and 1s
produced by an n-state Markov chain MC;) will output an indeperndent unbiased sequence
of Hs and Ts. If MC; does not enter a periodic cycle, then with probability 1 the output
of algorithm C will be infinitely long.

After an initial delay that can be very long — O(n*™), algorithm C generates
bits in expected linear time: the expected number of output bits per input bit is the same
as for MC;, namely

nk(n)

_21’ Pr(S]-pi- 4,

where S;=one of the n*™ states of MC(n, i), Pr[S||=probability that MC(n, i)
(see above Lemma) is in state S;, and p;=1—q,= probability assigned to the l-arrow
out of S;. |

A useful modification of Algorithm C is possible if M; (MC; without the pro-
babilities attached to the arrows) is known in all respects except for the start state.
In that case, M C; may be simulated by a Markov Chain with »" states (which is much
better than #*™ for small n), where each state is of the form S;=(gJ, ..., ¢gi») with
Tis s dn€{1, ..., 0}, start state S;={(q}, ..., gD, {(g{*, ..., gir> maps under O to
(g¥, ..., ¢¥) ifin MC; gi* maps to ¢}, etc., and Pr [0[(g]", ...,q{")]=Pr [0]gix] where
gixis the actual state of MC; at the moment this 0 is produced.

Algorithm D.

Input: A sequence of Os and 1s (produced by a MC with a finite but unknown
number of states).

Output: A sequence of Hs and Ts (eventually independent and unbiased).
Begin:
1. Setf(1):=0.
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2. For n=1,2,3, ...

do:
i) Apply Algorithm C to input (n; 0 m+105(m+2.--) until
a H or T is produced.
ii) Output that H or T.

i) Set f(n+1):=index i such that o; caused above Hor T to
be produced.
od
End

Theorem D. Algorithm D on being input an infinite sequence of Os and 1s produced by
a finite state Markov Chain MC (no bound given on the number of states in MC) will
output a sequence of Hs and Ts such that all Hs and Ts produced after some point are
independent and unbiased. If MC does nof enter a periodic cycle, then with probability
1 the output of algorithm D will be infinitely long. |

5. Conclusions

A variety of physical sources (e.g., back-biased zener diodes) can be used to
generate random sequences. This is important, for example, for producing the seeds
required by pseudorandom number generators,

Unfortunately, the bits produced by such sources appear to not be completely
random; rather, the probability of each bit is conditional on the preceding bits. Pro-
ducing completely random, i.e., independent and unbiased, bits is difficult primarily
because of this dependence. This paper studies how to generate independent unbiased
sequences of Hs and Ts from certain correlated sources — finite state Markov chains.
The study reveals a surprising and counterintuitive finding: a simple algorithm that
one would expect would produce independent and unbiased bits from a Markov
source 15 shown to fail. This algorithm A is a natural extension of von Neumann’s
algorithm for generating unbiased Hs or Ts from a biased coin.

Though algorithm A is faulty, a small (but nonobvious) modification of it
yields a correct algorithm, B. The resulting B differs from A primarily in the time
when it elects to output bits. B uses only slightly more memory than A, is just as
frugalas A inits use of Markov chain bits, and outputs completely random Hs and Ts
in expected linear time.

Theorems A, B, C, D can be extended to the more usual definition of Markov
chain in terms of matrices (n arrows out of each state, each directed to a different one
of the n states; each arrow labeled by a (state, probability) pair, i.e., the state that the
arrow goes to (instead of a 0 or 1 label) and the probability of taking that arrow
conditional on being in that state; the probabilities attached to the arrows out of a
state sum to 1).

Acknowledgements. Michael Fischer and his student Josh Cohen [1] are doing interest-
ing work along related lines: they consider how to generate sequences that are as
independent and unbiased as possible, given that an output must be generated for
every k bits input from a biased coin, for any fixed k.



108 M, BLUM: UNBIASED COIN FLIPS

Miklés Santha and Umesh Vazirani [5, 7] have their own novel approach:
they generate n-bit-long random sequences that appear independent and unbiased to
any (not necessarily computable) statistical test, when the underlying source is a col-
lection of 6~ *(log n)(log* n) independent parallel sources of random bits. Each source
is unknown and arbitrary except that its conditional probability of generating a “1”
bit at time ¢ (whatever the history of that bit) lies in the interval [§, 1 —§], for some
fixed 8=>0. This work has been nicely extended by Chor and Goldreich [3].

In addition to the above four, I want to thank David Blackwell, David
Gifford, John Gill, Michael Saks, and Avi Wigderson for valuable discussions.

Finally, I want to express my sincere appreciation to the anonymous referees
for their extensive and constructive criticism.
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